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Abstract

The strand space model is a hybrid proof method com-
bining theorem proof and protocol trace. It can not only
analyze the correctness of security protocol but also be
used to construct an attack model and reveal the inter-
nal defects of security protocol. Compared with other
branches of the theory, the minimal element theory has
more detailed and adequate advantages in the process of
protocol analysis. For example, the TBPKI-2 protocol
is a wireless network authentication protocol. It is op-
timized based on the PKI mechanism and has specific
practical significance. Therefore, based on strand space
theory, this paper analyzes the confidentiality and consis-
tency of the protocol by using minimal element theory,
accurately finds that the potential hidden danger in the
protocol and its root cause is unable to block Man-in-the-
Middle Attack, and proposes corresponding improvement
suggestions according to the hidden danger and its root
cause.

Keywords: Security Analysis; Security Protocol; Strand
Space; TBPKI-2 Protocol

1 Introduction

Security protocol is a cryptography-based protocol that
provides a variety of security services. With the rapid
development of networking and information technology,
some widely used protocols have gradually revealed their
shortcomings. Therefore, it is necessary to analyze their
security before improving or designing new security proto-
cols. At present, there are mainly two analysis methods:
non-formal and formal. Among the many formal analysis
methods [811)17], in 1977, Fabrega, Herzog and Guttman
established the strand space model theory [10], which is
widely respected for its efficiency and rigor, simplicity and
intuitiveness, and scalability, pushing the formal analysis

technique of security protocol to a new level.

In recent years, it has been widely used in the anal-
ysis of security protocols [5,(7,/12,16]. Strand space is
a method combining theorem proof and protocol track-
ing. It can not only prove the correctness of security
protocols, but also construct attacks and reveal the in-
herent defects of security protocols. With continuous re-
search, strand space theory has been improving and ex-
panding [9,/13]. Since the establishment of strand space
model, there are three theoretical branches, namely, ideal
and honesty, minimal element and authentication tests.
Compared with other theoretical branches, the minimal
element theory is more detailed and sufficient in the pro-
cess of protocol analysis [15]. With the development of
science and technology, the security of key agreement pro-
tocol in wireless communication [2,[4] has been attracting
extensive attention. Therefore, in order to ensure the se-
curity of the protocol, we must analyze its security before
using it. TBPKI-2 protocol [1] is a wireless network au-
thentication protocol based on CVT. CVT is the validity
credential of the entity’s public key certificate. And the
certificate ID of the entity, the validity term of the CVT
and the public key of the entity can be decrypted from it.
The content of the protocol is that A confirms its identity
by showing C'V'T to B and completes the key negotiation
between A and B.

Based on the minimal element theory in strand space,
this paper will make a formal analysis of TBPKI-2 pro-
tocol from two aspects of confidentiality and consistency,
point out the internal defects of the protocol and put for-
ward some suggestions for improvement.

2 Strand Space Model Theory

2.1 Basic Concepts

Strand space is a two-tuple (3, ¢r), where ¥ represents
a set of strands. And strands among Y can be used to
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represent any sequence, tr represents a mapping of the
sequence composed of elements from ¥ to A. Some ba-
sic concepts in strand space are given below (the basic
concepts and theorems of minimal element theory can be
found in [3}|10]):

1) Node n is a two-tuple < s,i >, where s is an element
in ¥ and ¢ represents the sequence number of the
node on this strand. Each node belongs to a unique
strand. Node set is marked as N.

2) If n =< s,i7 >, the participant action represented
by this node is represented as (tr(s)); = R, where
R4 or _, and a represents a message, then the node
means that the participant sends or receives a.

3) If ny,ny € N, definition ny — ng means n; =
4a,ns = —a, which indicates that the message is
sent from ny to ns.

4) If nq1,ne € N, definition ny = ne means that n; and
no are on the same strand and ns is the next node of
ni.

5) An unsigned term ¢ appears in n € N if and only if
t C term(n).

6) Let I as an unsigned term set. Node n € N is the
entry point of I if and only if term(n) = +t, where
t € I, and for all nodes n =7 n, there is term(n) ¢
1.

7) The unsigned term ¢ originates from node n € N if
and only if n is the entry point of the set I = {¢ :
tct'y.

8) The unsigned term ¢ is uniquely originated if and
only if ¢ originates from the unique node n € N.

Lemma 1. Let C be a bundle, then <. is a partial or-
der relation with self-reflexivity, antisymmetry and tran-
sitivity. Any nonempty subset of bundle C' has minimal
elements under the partial order relation =..

Lemma 2. Let C be a bundle and S C C as a set of nodes
satisfies the following property: Vm,ml,unsterm(m) =
unsterm(m’). Then m € S if and only if m' € S.

If n is a <.— minimal element of S, the sign of n is
positive.

2.2 Penetrator Capability Description

In strand space theory, the penetrator’s abilities are de-
scribed by two parts: one is the key set initially mastered
by the penetrator, and the other is the new information
generated by the message that penetrator has intercepted.
The atomic behavior of the penetrator is described by the
penetrator trace, which is defined below:

1) M message: < +t >, where t € T

2) K key: < +K >, where K € K,.

3) C connect: < —g,—h,+gh >.

)
4) S separation: < —gh,+g,+h >.
5) E encryption: < —K,—h,+{h}x >.

6) D decryption: < —K~! —{h}x,+h >.
Definition 1. Infiltrated strand space is a two-tuple
(X,tr), where ¥ is a strand space and P C ¥ satisfies
the following condition: for all p C P, tr(p) is a penetra-
tor strand.

Strands in P are called penetrator strands. Thus, if

s € P, strand s € X is a penetrator strand. And if strand
s a penetrator strand, node n is called penetrator node. In

addition, all strands and nodes are called regular strands
and regular nodes.

Proposition 1. Let C be a bundle and K € K \ K.

If K does not originate from a regular node, K ¢
term(n) holds for any node n € C. Specially, for any
penetrator node p € C, there is K [/ term(p).

3 Symbols and Assumptions
3.1 Symbols

The symbols used in this paper and their semantics are
shown in Table Il

3.2 Assumptions

The following assumptions are consistent with the actual
situation.

1) Legitimate subjects in the network can also launch
attacks;

2) The random number N, is chosen irrelevantly to N,.
It can be proved that they are almost impossible to
be equal in the probability model.

4 Strand Space Model and Anal-
ysis of TBPKI-2 Protocol

Further concretizing the term algebra:
1) Identifier set: Thame C T.Generally, A, B ... is used
to represent identifier of the subject;
2) Mapping: Tname — K. This mapping binds the sub-
ject to its public key.
The protocol is as follows:
1) A— B:CVTa,N,, K;, Sign,.
Signg = {CVTa,Ng, K;} -1, indicates the signa-
ture of subject A for this message;
2) B— A:CVTp,Ny,{Nv}k,,, Kr, Signy.
Signy = {CVTg,Na, {Np} K., Kr} -1, indicates
b

the signature of subject B for this message;

3) A= B:{N, —1}x.,.
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Table 1: The semantics of symbols in the paper

Symbols Semantics of symbols
A Initiator of the protocol.
B Responder of the protocol.
P Penetrator of the protocol.
Public key of subject A, subject B and
Ka, Ky, K subject P.
1 1 Private key of subject A, subject B and
K K, .
@ subject P.
NN Random number generated by subject
a7 A and subject B.
Validity certificate of public key certifi-
CVT,, CVT, cates of subject A and subject B.
TCVP Trusted and valid third party.
The public number of D-H algo-
(g,n) rithm [6], and g is the primitive element
of module n.
KK The partial key generated by subject A
v and subject B (g*, g¥).
K Session keys for subjects A and B (¢g*V).
C Bundle.
by Strand space.
alCb Term a is a subterm of term b.
s Strand.

Signg, Signg

Signatures made with private keys K !
and Kljl of subject A and subject B.

4.1 Strand Space of TBPKI-2

Definition 2. Let (3, P) be an infiltrated strand space.
If 33 is composed of the following three strands, it is called
a TBPKI-2 strand space.

1) Penetrator strand s € P;

2) Initiator strand s € Init[A, B, Ny, Ny, CV T4,
CVTg, K;, K,]. Tts trace is < +CVTyN,K;Sign,,
—CVTBNQ{Nb}KabKTSignb, +{Nb — 1}Ka.b >. Here
A, B € Thame, Nay Np € T and N, € Thame. Init[A,
B, N,, Ny, CVTy, CVTg, K;, K,| represents the
set of all strands having above trace, and the subject
corresponding to this strand is A;

3) Responder strand s € Resp[A, B, Ny, Ny, CVTa,
CVTp,K;,K,] is corresponding to the initiator
strand. Its trace is < —CVTaN,K;Sign,,+CVTg
Na{Nb}KaerSignba —{Nb - 1}Kab >. Here A,B €
Thames Na, Ny € T and Ny % Thame- ReSp[x‘L B,
N,, Ny, CVT,, CVTg, K;, K,] represents the set
of all strands having above trace, and the subject
corresponding to this strand is B.

If s € Init[A, B,Ny, Np,CVT4,CVTE,K;, K,] is a
regular strand, A is called the initiator of s. And if
s € Resp[A,B,N,, Ny, CVT4,CVTg,K;, K,] is a regu-
lar strand, B is called the responder of s. N,, N, are
called the corresponding initiator and responder values.

4.2 Responder Analysis for TBPKI-2

Protocol

4.2.1 Consistency Analysis of Responder

Proposition 2. Assuming the following conditions are
valid:

1) ¥ is a TBPKI-2 space, C is a bundle of ¥, s is a re-
sponder strand. And s € Resp[A, B, No, Ny, CVTy,
CVTg, K;, K|, with C — hight(s) = 3;

2) Ky ¢ Kp;
3) N, # Ny, and Ny is the only origin in X.

Therefore, C' contains an initiator strand t € Init[A,
B, Ny, Ny, CVTy, CVTg, K;, K], with C—hight(t) = 3.

Arbitrarily Select ¥,C,s, A, B, Ny, Ny, CVT4,CVTg,
K;, K, that satisfies the assumptions in Proposi-
tion 2. Node < 5,2 > outputs the wvalue
CVTBN{Ny}k,, K, Signy,. It is marked as ng, and its
term is marked as vg. Node < s,3 > receives the value
{Ny-1}k,,- It is marked as ng and its term is marked as
vz. In the proof process, other two nodes n; and no are
used, which satisfy ng < n1 < ng < ng.

Lemma 3. N, originates from nyg.
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Proof. By Proposition 1, N, C vy, and the sign of ng is
positive. Therefore, it only need to prove N, [ n', where
n' is the precursor node < s,1 > on the same strand
as ng. By Proposition 2, N, # N, can be proved, so
term(n/) = {CVTa, N, K;,Sign,}. Finally, it need to
verify Ny, # A. By Definition 1, Ny ¢ Thame, S0 Np # A.
Thus, Ny 7 n'. O

Lemma 4. Set S = {n € C : N, C term(n) Avo
term(n)} has a minimal element <,2, ny is a reqular node
and its sign is positive. The initiator strand contains nodes
ny1 and ng, and the responder strand contains nodes ng
and n3. Node ny contains Ny.

Proof. Because ng € C and n3 contains N, but not v,
ng € S. Therefore, it is a nonempty set. By Lemma 1,
there is at least one minimal element <_,5. By Lemma
2, the sign of ny is positive.

According to the trace of penetrator strand P, it is
proved that ny cannot be on penetrator strand P.

M: Trace tr(p) has form < +t >, where ¢ € T. Thus,
t = Np. At this time, N, originates from this strand,
but this is obviously impossible. By lemma 3, NV,
originates from a regular node ng, and according to
Assumption 3 of Proposition 2, N} is the only origin
in X. Therefore, N, is not generated on the strand
M;

C': Trace tr(p) has form < —g,—h,+gh >. Tt is obvious
that the regular node is not the minimal element of
set S. Therefore, N} is not generated on strand C

K: Trace tr(p) has form < +Ky >, where K € K,. But
Ny i Ko. Therefore, Ny, is not generated on strand
K;

E: Trace tr(p) has form < —Ky, —h, +{h}k, >, assum-
ing Ny, C {h}x, Avo Z {h}xk,. Because Ny # {h}k,,
there is N, C h. However, vy [Z h, so this positive
node cannot be the minimal element of set S. There-
fore, N, is not generated on strand F;

D: Trace tr(p) has form < —K; ', —{h}k,, +h >. If this
positive node is the minimal element of set S, then
there must exist vy IZ h and vg C {h}xk,. Therefore,
according to the free encryption assumption, there
must be h = {CVITpN { Ny} k,, KrSigny} and Ko =
K, '. So there exists a node m (the first node on this
strand) with term(m) = K. Because Proposition 1
assumes K, ¢ K, it is deduced that K, originates
from a regular node. But there is no initiator strand
or responder strand originated from Kj. Therefore,
Ny is not generated on strand D;

S: Trace tr(p) has form < —gh,+g,+h >, assuming
term(ng) = g, which can be proved similarly when
term(ng) = h. N, C g and vg IZ g due to ns € S.
From the minimality of ng, there is vy T gh. But
vg # gh, so vy C h.

Let T = {m € C : m < ny A gh T term(m)}, each
element in T is a penetrator node. Because regular node
does not contain the subterm gh, and < p,1 > T, T is
a nonempty set. By Lemma 1,2, T' contains a minimal
element m, and its sign is positive. The following proof
that m is impossible on penetrator strand S.

Firstly, the minimal element in 7" cannot appear on the
strand of type M and K.

S: If gh C term(m), m is a regular node that lies on a
S-type penetrator strand p/. There is gh C term(<
p,1>). And < p’,1 >=< m contradicts the minimal-
ity of min T.

E: If gh C term(m), m is a regular node that lies on a
E-type penetrator strand p,. There is gh C term(<
p,2>). And < p',2 >=< m contradicts the minimal-
ity of min T.

D: If gh T term(m), m is a regular node that lies on a
D-type penetrator strand p,. There is gh C term(<
p,2>). And < p',1 >=< m contradicts the minimal-
ity of min T.

C: If gh C term(m), m is a regular node that lies on a
C-type penetrator strand p,, and m is the minimal
element of T. Therefore, gh = term(m), and the
trace of p has form < —g, —h,+gh >. So term(<
p,1 >) = term(nz). And < p',1 >=< ny contradicts
the minimality of nq in S.

As mentioned above, ny cannot be on a penetrator
strand, it must be on a regular strand. O

Definition 3. Minimal element < no in the fized set S =
{n € C: Ny C term(n) Nvo Z term(n)}. At this time,
node no s a regular node and its sign is positive.

Lemma 5. There exist a
of node mns on strand t,

{CVTB, Na, {Nb}Kab7 KT, Signb}.
tent is shown in Figure[]]

precursor mnode nq
and term(ny) =
The lemma con-

Proof. By Lemma 3, N, originates from ng. Accord-
ing to Condition 3 of Proposition 2, N, is the only ori-
gin in ¥. Because vy T term(ng) Ave Z term(nz),
no # ng. Thus, N, does not originate from no. Be-
cause there is a precursor node n; of ng on strand %,
Ny C term(np). From the minimality of no, it follows
that vo = {CVTg, No, {No}k,,, Kr, Signs} T term(nq).
From Assumptions 2 of Proposition 2, K, ¢ K,, so
term(ny) = {CVTg, No,{No} k., , Kr, Signe}. O

Lemma 6. The reqular strand t containing ni1 and ns s
an initiator strand of bundle C.

Proof. Node ns is a regular node with positive sign and its
precursor node n has form {CVTg N { Ny} k,, K, Signy}.
If ¢ is a responder strand, it only be a node with negative
symbol after ny, so t is an initiator strand. Therefore, nq



International Journal of Network Security, Vol.24, No.6, PP.1081-1088, Nov. 2022 (DOI: 10.6633/IJNS.202211_24(6).13) 1085

CVTa,N,, K;, Signg

>C1>

CVTB, Na, {Nb}Kab’ Signb fn>
< 0

S

Vo

{Nb - ]‘}Kab
v3

(n

3

Figure 1: Node n; contains vg

and no are the 2nd and 3rd nodes on the strand respec-
tively. The last node in ¢ is contained in the bundle, so

C — hight(t) = 3. O
Proposition 3. Set ¥ is a TBPKI-2 space, and
N, is the only origin in X. Therefore, for any

A, B and N, there exist one such strand t €
Init[A, B, Ny, Ny, CVT4,CVTg, K;, K,] at most.

Proof. For any A, B, N,, if t € Init[A, B, Ny, Ny,
CVTa, CVTg, K;, K,], the sign of < ¢t,1 > is positive,
N, C term(< t,1 >) and N, cannot appear earlier on ¢.
Therefore, N, originates from node < ¢,1 >. Thus, if N,
is the only origin in 3, there exist one such ¢ at most. [

4.2.2 Confidentiality Analysis of Responder

Proposition 4. Assuming the following conditions are
valid:

1) ¥ is a TBPKI-2 space, C is a bundle of ¥, s is
a responder strand. And s € Resp[A, B, N,, Ny,
CVTa,CVTg, K;, K,], with C — hight(s) = 3;

2) K, ¢ K, and K}, ¢ K,;
3) N, # Ny, and Ny is the only origin in .

Therefore, for any node m € C satisfying Ny C
term(n), {CVTeN{Np}k,, K-Signy} C term(m) is es-
tablished or {Ny — 1}k, T term(m) is established. Spe-
cially, Ny # term(m).

Arbitrarily select ¥, C, s, A, B, Ny, Ny, CVTy,
CVTg, K;, K, that satisfies the assumptions in
Proposition 2.  Node < s,2 > outputs the wvalue
CVTpN{Ny} i, KrSigny,. It is marked as ng, and its
term is marked as vg. Node < s,3 > receives the value
{Np — 1}k,,. It is marked as ns, and its term is marked
as vs. Consider the following set: S = {n € C : N, C
term(n) Avo Z term(n) Avs Z term(n).

Lemma 7. The minimal element of S is not a regular
node.

Proof. Inversely assumed that there exist a minimal ele-
ment that is a regular node m € S. According to Lemma
2, the sign of m is positive.

1) Only the sign of ng is positive and vy T term(ng), so
m cannot be on the strand s;

2) Assume that is located on the responder strand

s # s. Then, m =< s,2 >, term(n) =
{CVT,N,{N }k,, K, Signe}. Because N, C
term(m), Ny =N or N, =N .

a. If N, = N, because the term of

< §,1 > is {CVT,N,K, Sign,} =
{CVT, Ny, K, Sign.}, Ny C term(< s,1 >).
And vg ¥ {CVT,Ny, K, Sign.}, vy [©
{CVT, Ny, K, Sign.}, so < s,1 > S. How-
ever, < 8,, 1 >=< m contradicts the minimality
of m;

b. If N, # N and N, = N', so N, originates from
m. It contradicts that ng is the only origin of
Ny.

!
So m cannot be on responder strand s # s.

1) Assuming it is located on the initiator strand s £ s.
Then m may be located at the 1st node or the 3rd
node of s .

a. If m =< s',1 >, because N, C term(m), Ny
originates from m. It contradicts that ng is the
only origin of Ny;

b. If m =< 5,3 >, term(m) = {Ny — 1}x.,,
the second node < s/,2 > has the form
{CVT,N,{Ny}k,, K, Sign.}. It contradicts
the minimality of m.

So m cannot be on initiator strand s % s. O

Lemma 8. The minimal element of S is not a penetrator
node.

Proof. The proof process is similar to Lemma 4. O

4.3 Initiator Analysis for TBPKI-2 Pro-

tocol
4.3.1 Confidentiality Analysis of Initiator

Proposition 5. Assuming the following conditions are
valid:

1) ¥ is a TBPKI-2 space, C is a bundle of X, s
is a Initiator strand. And s € Init[A,B, N,,
Ny, CVTa,CVTg, K;, K|, with C — hight(s) = 3;
2) K, ¢ K, and K}, ¢ K,;

3) N, # Ny, and N, is the only origin in ¥; K; # K.,
and K; is the only origin in 2.
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Therefore, for any node m € C satisfying Ny C
term(n), {CVTAN,K;Sign,} T term(m) is established
or {CVITpN{Ny}k,, KrSigny} T term(m) is estab-
lished. Specially, N, # term(m).

The proof process is same as 4.2.2. It can obtain the
confidentiality of N,.

4.3.2 Consistency Analysis of Initiator

Proposition 6. Assuming the following conditions are
valid:

1) ¥ is a TBPKI-2 space, C is a bundle of ¥, s
is a responder strand. And s € Init[A, B, Ng,
Ny, CVTA,CVTg, K;, K], with C — hight(s) = 3;

2) K, ¢ Ky, and Ko, ¢ Kp;
3) N, # Ny, and N, is the only origin in 3.

strand
with

Therefore, C  contains a  responder
t € ResplA,B,N,, Ny, CVTy,CVTE, K;, K,],
C — hight(t) = 2.

Proof. Here is a brief proof. Considering the set {m €
C : {CVTp,Ny,{Nv}k,,, Ky, Signy} T term(m)} con-
tains node < s,2 >, so it is nonempty. And it has a
minimal element mg. If mg is on a regular strand ¢, then
t € Resp[A, B, Ny, Ny, CVT4,CVTg,K;, K,]. And t at
least has two nodes in C.

If mg lies on a penetrator strand ¢, it can
be proved that ¢ is a penetrator strand of type
E and its trace is {—K;l,—CVTBNa{Nb}KQbKT,
+CVTN{Ny}k,, K-Signy}. However, this contradicts
Proposition 5, so N, cannot appear on a node like <
t,2 >.

The conclusion on uniqueness corresponding to Propo-
sition 3 can be proved similarly. O

4.4 Other Confidentiality Analysis of

TBPKI-2 Protocol

The information that TBPKI-2 protocol needs to keep
confidential also includes K; and K,. Because the first
step A = B : CVTy,N,, K;, Sign, and the second step
B — A:CVTp,No,{Nv}k,,, K, Signy in the protocol
sending process, K; and K, are not encrypted. There-
fore, penetrator P can obtain K;(¢*) and K,(¢g¥). The
x, y contained in them are secret data. So penetrator
P can deduce the secret data z, y and send the secret
data through the strand S. Therefore, K; and K, cannot
guarantee the confidentiality.

5 Improvement
For the improvement of TBPKI-2 protocol, the informa-

tion sent between A and B is encrypted after private key
signature. As follows:

1) A— B: {CVTA,Nu,Ki,Signa}Kb.

Signg = {CVT4, Ng, K;} -1, indicates the signa-
ture of subject A for this message;

2) B— A: {OVTB, Ng, {Nb}Kab7 K,, Signb}Ka.
Signy = {CVTg,Na, {Np}K,,, Kr} -1, indicates
b
the signature of subject B for this message;

3) A— B: {Nb — 1}Kab'

Because the private key of subject is unbreakable, the
improved protocol can prevent Man-in-the-Middle At-
tack [14]. Therefore it can solve the hidden danger of
possibly obtaining confidential information in 4.4 confi-
dentiality analysis. After the improvement, the security
of the protocol is guaranteed and the purpose of the pro-
tocol can be achieved. That is, secret key negotiation is
performed while the identity of the communication sub-
ject is verified.

6 Comparison with Other Method

BAN logic pioneered the formal analysis of security pro-
tocols and has been widely appreciated for its simplicity
and practicality. However, BAN logic can only analyze
the authentication nature of the protocol to find its flaws,
but cannot analyze the confidentiality nature of the pro-
tocol to ensure the security of the protocol. Compared
with this method, strand space theory has the following
advantages:

1) In the strand space model, the meaning of security
protocol correctness includes both consistency and
confidentiality. So the analysis scope of BAN logic is
expanded;

2) The strand space model accurately describes the
possible behaviors of penetrators in the system;

3) The strand space model is simpler to prove the
correctness of security protocols and can more accu-
rately confirm the assumptions made.

7 Conclusion

TBPKI-2 protocol can effectively prevent replay attacks,
malicious tampering of information and other common
attacks by ensuring the freshness of the temporary value
and the unsolvability of the subject’s private key. And
it also can realize the purpose of confirming the source
of information. However, it has the drawback of being
intercepted by the penetrator and cracking the session
key, so it cannot effectively achieve the purpose of key
negotiation. Therefore, the TBPKI-2 protocol needs to be
further improved. Because the private key of the subject
is not cracked, it can be encrypted by public key before
sent. It can prevent Man-in-the-Middle Attack during
message transmission, and securing the security of the
protocol.
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